Threat Modeling Galileo GNSS: Assets, Trust Boundaries, and Mitigations for
Jamming, Spoofing, and Cyber Attacks

Matteo Strada

Mmatteo.strada@studenti.unimi.it

Abstract

Galileo is the European Global Navigation Satellite System (GNSS) providing positioning, navigation, and timing to mass-
market and safety/security relevant users. Unlike purely digital services, Galileo is a cyber-physical system whose risk
surface spans space assets, globally distributed ground infrastructure, supply chains, and an open radio interface that any
adversary can monitor, jam, or imitate. This paper develops a structured threat model for the Galileo system, with explicit
assets, trust boundaries, adversary capabilities, and security objectives across the space, ground, and user segments. We
analyze representative threats including RF interference and selective jamming, spoofing and meaconing; navigation message
manipulation, ground-segment compromise, insider and supply-chain attacks, and downstream exploitation of timing
dependencies in critical infrastructure. For each threat class we derive requirements and practical mitigations that combine
signal and receiver defenses (e.g., multi-frequency/multi-constellation consistency checks, interference monitoring, robust
time-holdover), operational controls (segmentation, key management, monitoring, and incident response), and service-specific
mechanisms (e.g., authenticated navigation messages and controlled-access services).

The result is a secure deployment that supports risk-driven engineering and assurance for Galileo applications.

Index Terms: Galileo, GNSS, threat modeling, jamming, spoofing, meaconing, ground segment security

1 Introduction 2 System Overview and Security Objectives

Global Navigation Satellite Systems (GNSS) are founda- 2.1 High-level architecture

tional infrastructure for positioning, navigation, and timing Galileo follows the standard GNSS partitioning:

(PNT)! [5]. Galileo, the European GNSS, broadcasts open

radio signals that enable global passive reception, which is + Space segment: satellites broadcasting ranging signals

essential for scalability and privacy but also creates a dis- and navigation data.

tinctive security asymmetry: any adversary can observe the + Ground segment: globally distributed stations that

interface and can attempt to disrupt, imitate, or exploit it. monitor the constellation, estimate satellite orbits and
Threat modeling for GNSS must therefore treat the sys- clocks, generate navigation messages, and upload them.

tem as cyber-physical and end-to-end. The security of a « User segment: receivers and their software/firmware,

user outcome (e.g., an authenticated location estimate, a plus the applications that consume PNT outputs.

stable time reference, or an integrity-bounded navigation
solution) depends jointly on the space segment, the ground
segment, the supply chain and operational processes that
sustain them, and the heterogeneous ecosystem of user re-
ceivers and downstream applications.

This document provides a structured threat model for
Galileo with (i) assets and security objectives, (ii) trust bound-
aries and assumptions, (iii) adversary models and attack sur-
faces, and (iv) mitigations that combine signal-level mecha- Galileo is consumed through multiple service layers whose
nisms, receiver defenses, and operational controls. security properties differ and therefore change the threat
The goal is a deployment analysis that supports engineering ~ model depending on the target application [38].
decisions, assurance arguments, and risk-driven monitoring.

The radio interface is open and one-way from satellite
to receiver [6]. Receivers cannot authenticate that a signal
originates from a satellite by "handshaking"; any authentica-
tion must be embedded in the broadcast data or inferred via
physical properties and cross-checks.

2.2 Galileo services and security-relevant features

Open Service (OS) and OSNMA (data authentication).
The Open Service provides global, free-to-use signals for
! Positioning, Navigation, and Timing (PNT) is the set of functions that mass-market PNT. A key recent security addition is Open

provide (i) a reliable position estimate, (ii) a navigation state such as Service Navigation Message Authentication (OSNM A)’ de-

locity/headi d (iii) a ti {i L1 ity-critical th . . .
velocity/heading, and (ifi) a time reference. In security-critical uses, these clared operational in July 2025 [3]. OSNMA enables receivers
outputs must include accuracy bounds and integrity information (i.e.,

whether they can be trusted).
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to authenticate selected navigation message content, improv-
ing detection of data-level spoofing and message manipula-
tion.

In simple terms, OSNMA helps a receiver answer: "are
the navigation bits (ephemeris, clock data, etc.) the genuine
ones broadcast by Galileo?" It does not by itself prove that
the radio signal the receiver is tracking really came from a
satellite (i.e., it does not authenticate the underlying pseudo-
range measurements used to compute PVT). As a result, an
attacker may still mislead a receiver with signal-level spoof-
ing or replay/meaconing unless additional receiver checks
are in place (e.g., multi-frequency/constellation consistency,
dynamics plausibility, and time-jump alarms) [14].

High Accuracy Service (HAS) and distribution sur-
face. Galileo HAS (Initial Service declared in January 2023)
broadcasts high-accuracy corrections over E6-B and also
distributes data via terrestrial channels (e.g., Internet deliv-
ery) [7]. Concretely, many receivers consume corrections
either directly from the satellite signal or via an IP-delivered
feed provided by a vendor/service provider.

This improves accuracy but expands the cyber attack sur-
face: terrestrial distribution, correction parsing, and update
logic must be treated as untrusted inputs and hardened ac-
cordingly. In addition, correction authenticity and freshness
become security requirements (anti-replay, provenance, and
monitoring).

Public Regulated Service (PRS). PRS is an encrypted,
restricted-access service for government-authorised users
with high continuity needs. From a threat-model perspec-
tive, PRS shifts the attacker cost (signal access/control) but
introduces additional high-value assets in the form of access-
control material, user authorisation workflows, and key-
management infrastructure.

Search and Rescue (SAR) and Return Link Service
(RLS). Galileo supports the international Cospas-Sarsat
system by receiving distress beacon signals (MEOSAR) and
forwarding alert information to rescue coordination infras-
tructure [8]. A distinctive feature is the Return Link Ser-
vice, which can provide a confirmation message back to
the beacon user. From a security perspective, SAR adds (i)
availability and continuity requirements under stressed RF
conditions and disasters, (ii) high-impact integrity require-
ments for distress location and message routing, and (iii)
additional trust boundaries spanning beacon devices, mis-
sion control centres, and ground relay networks. (See also
the Emergency Warning Service, EWS [8].)

Operational advisories as an input to assurance.
Galileo publishes Service Notices (SNGU?) as temporal

2 SNGU are Galileo Service Notices: temporary operational advisories pub-
lished by the Galileo Service Centre that may affect expected performance.

amendments/operational advisories that may affect perfor-
mance assumptions [2]. For safety or mission critical users,
ingesting these advisories into operational risk decisions
(e.g., switching modes, raising thresholds, increasing moni-
toring) should be part of the assurance argument.

2.3 Security objectives

We use security objectives that are common for safety and
mission critical GNSS use:

« Availability: the service remains usable for intended
users within expected performance.

« Integrity: the system detects and bounds serious errors
in position/velocity/time (PVT) or signals when results
must not be used.

« Authenticity: receivers can distinguish legitimate nav-
igation data (and, where possible, legitimate signals)
from forgeries.

« Continuity: the probability of service disruption dur-
ing a time interval is bounded.

« Resilience and recoverability: attacks are contained
and the system returns to a trusted state.

For many downstream systems, timing is the most critical
dependency. Even a small, undetected time bias can translate
into large positioning errors: 1 us of time error corresponds
to about 300 m of range error (because signals propagate at
the speed of light). It can also break distributed protocols
and monitoring functions that assume consistent time [13].

3 Assets and Threat Model Scope
3.1 Assets

Table 1 enumerates assets relevant to security engineering.

Asset Why it matters

Broadcast signals and

- Inputs; manipulation can mislead users.
navigation data

Satellite
clocks/orbits/state

Errors propagate globally and persist if not
detected.

Ground processing Produce ephemeris, clock corrections, and

pipelines message content.
Uplink and ground Compromise can enable malicious uploads or
networks denial.
Cryptographic Keys for authenticated services and internal
material signing/authorization.
Receiver Controls tracking loops, navigation filters, and
firmware/software output policies.
Downstream e 1

. .. Critical infrastructure, safety systems, and
time/position . -,

services sensitive to fraud.

consumers

Operational telemetry

Enable detection, attribution, and recovery.
and logs

Table 1
Representative assets for the Galileo threat model.



3.2 Scope boundaries

We focus on threats that can be meaningfully mitigated
through system design, receiver design, and operations. We
do not attempt to attribute adversaries to specific states
or organizations, and we avoid assumptions that require
confidential internal Galileo implementation details.

The model is designed to be usable even when exact internal
ground-segment arrangements will change over time.

4 Trust Boundaries and Assumptions

Threat modeling is most useful when trust boundaries are
explicit.

» Boundary B1 (Space-RF environment): once signals
leave the satellite, they traverse an uncontrolled radio
frequency (RF) environment.

« Boundary B2 (Ground-space uplink): commands
and data uplinks must be authenticated, authorized,
and protected against replay and injection.

» Boundary B3 (Ground internal networks): produc-
tion systems, monitoring, and administrative interfaces
must be segmented; insider-accessible zones require
additional controls.

+ Boundary B4 (Receiver—application interface): ap-
plications often over-trust PNT outputs (e.g., treating
them as absolute truth instead of as estimates with un-
certainty and integrity status).

« Boundary B5 (Supply chain): hardware, firmware,
dependencies, and update channels introduce non-local
trust.

In practice, a trust boundary means: assume data crossing
it can be malicious, delayed, replayed, or missing, and design
detection and fail-safe behavior accordingly.

We make the conservative assumption that attackers can:

« transmit RF signals in relevant bands at the victim lo-
cation;

« place equipment near victim antennas (e.g., inside a
facility perimeter);

« obtain commodity receivers and learn signal structures;

« exploit poorly configured networks and software in the
user segment.

We do not assume attackers can break modern cryptogra-
phy when correctly implemented and key-managed, nor do
we assume control of the entire ground segment.

5 Threat Modeling Methodology

We build the threat model using an asset and boundary
driven method:

1. Define system assets and security objectives (availability,
integrity, authenticity, continuity).

2. Identify trust boundaries (RF environment, uplink, ground
internal networks, receiver-to-app, supply chain).
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3. Enumerate threats by boundary using a STRIDE-like
framework (Spoofing, Tampering, Repudiation, Infor-
mation disclosure, Denial of service, Elevation of privi-
lege) [15, 10], tailored to GNSS (RF interference, meacon-
ing, orbit/clock data).

4. Assign a qualitative risk score to prioritize engineering
work.

5.1 Qualitative risk scoring

We use a simple 1-5 scale for Likelihood (L) and Impact (I),
with Risk = LxI:

« L=1 (rare) to L=5 (expected).
« I=1 (minor degradation) to I=5 (heavy integrity loss or
systemic outage).

This scoring is comparative (to prioritize mitigations) and
should be calibrated to the different target deployment (e.g.,
aviation, maritime).

6 Adversary Models

We use capability-based adversary classes, as the same tech-
nical mitigations may apply across motivations:

« Opportunistic interferer: unintentional emitters or
low-skill jammers causing wideband disruption.

« Tactical RF attacker: selective jamming, synchro-
nized spoofing, or meaconing targeting a geographic
area or asset.

« Cyber attacker: compromises receiver software,
assistance-data services, or timing distribution net-
works.

» Insider/supply-chain adversary: malicious changes
in firmware, dependencies, build systems, or opera-
tional workflows.

+ Advanced persistent adversary: coordinated RF and
cyber operations, aiming for stealth, long dwell time,
and operational impact.

7 Attack Surface and Representative Threats

This section organizes threats by where attacker control is
applied: RF environment, navigation data semantics, ground
operations, and user segment.

Table 2 summarizes representative threats, the security ob-
jectives they affect, typical preconditions, example detection
signals, and layered mitigations.
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Threat Ob;. Typical preconditions Detection signals (examples) Mitigations (layered)
Broadband / narrow- A,C Local RF emitter near victim; C/NO collapse; AGC step; loss-of-lock  Interference monitoring; adaptive
band jamming modest power sufficient clustering; spectral peaks notch/filtering; antenna placement;
multi-antenna where feasible; holdover
+ explicit alarm states
Selective  jamming Al Attacker targets specific Per-frequency anomalies; satellite-set ~ Multi-frequency tracking; per-band
(protocol-aware) bands/satellites to bias instability; elevation-dependent alarm thresholds; multi-constellation
solution or force fallback dropouts cross-checks; robust fallback policy
Spoofing (carry-off) L Auth Attacker can transmit coun- Correlation distortion; inconsistent Signal-quality monitoring;
terfeit GNSS-like signals at dynamics; abnormal signal power inertial/odometry plausibility;
victim location changes multi-constellation consistency;
rate-limited PVT changes;
integrity-first output policy
Meaconing  (replay IAuth Attacker can capture and Time/position bias without invalid nav ~ Tight time-holdover + time-jump
with delay) re-radiate authentic signals; bits; geometry-consistent but alarms; external time cross-checks;
short-to-moderate delay context-inconsistent solution geographic constraints;
network-assisted consistency
Navigation message / IAuth Compromise of assistance Mismatch between broadcast vs Authenticate and pin assistance
assistance-data manip- server, config channel, or assisted parameters; anomalous sources; anti-replay; sanity checks on
ulation parsing logic ephemeris age; signature/chain failures ephemeris/clock age; independent data
sources; strict parsing and fuzz-tested
decoders
Ground-segment com- A,LAuth Credential theft; misconfig Operational anomalies; monitoring Segmentation; MFA + least privilege;
promise (partial) bridging; build/deploy com- blind spots; unusual uploads; separation of duties; immutable
promise correlated station residuals logging; independent monitoring
implementations; secure CI/CD and
artifact signing
Receiver LAuth,A Insecure update; exposed Unexpected config changes; disabled ~ Secure boot + signed updates; rollback
firmware/software services; weak isolation alarms; inconsistent outputs; integrity = protection; minimize services; isolate
compromise flags suppressed GNSS processing; audit logging
Downstream timing LA Weakly authenticated time Step changes in time; drift beyond Treat time as estimate+uncertainty;

misuse / distribution
attacks

distribution; over-trust of
GNSS time

oscillator model; inconsistent time
sources

authenticate time distribution where
possible; holdover discipline;

multi-source time voting;
application-level sanity bounds

Table 2

Threat-to-detection-to-mitigation matrix. Obj.: Availability (A), Integrity (I), Authenticity (Auth), Continuity (C).

7.1 RF interference and jamming

Threat. Because GNSS signals arrive at very low power
at the receiver antenna, even modest local transmitters can
reduce carrier-to-noise density and prevent acquisition or
tracking [1]. Attackers can use broadband noise, narrowband
interference, chirps, pulsed waveforms, or protocol-aware
selective jamming.

Impact. Loss of availability and, in some receivers, de-
graded integrity if tracking loops produce biased measure-
ments before declaring loss of lock. Timing-dependent sys-
tems may fail open (continue using stale time) or fail closed
(halt services).

Since unintentional interference could be common, so detec-
tion must separate accidents from attacks and support rapid
situational response.

7.2 Spoofing

Threat. A spoofer transmits counterfeit GNSS-like signals
such that a receiver locks onto them and computes a false
PVT solution [14, 11]. This can be crude (unsynchronized,
obvious) or sophisticated (matched power, code/carrier align-
ment, gradual "carry-oft" of position/time).

Impact. Integrity and authenticity failures: the receiver
produces plausible-looking outputs with bounded uncer-
tainty but wrong mean, which can be more damaging than
a denial of service.

Receiver factors. Vulnerability depends on antenna
placement, front-end filtering, tracking loop design, multi-
frequency use, and whether the receiver exposes raw observ-
ables for consistency checks [12, 14].

7.3 Meaconing (replay with delay)

Threat. Meaconing captures authentic signals and re-
radiates them with delay, potentially from a different lo-



cation. In short: spoofing forges GNSS-like signals, while
meaconing replays real ones. Unlike synthetic spoofing, the
signal content is genuine but time-shifted.

Impact. Position and time biases that may evade simplis-
tic message authentication checks, because navigation bits
were originally authentic.

7.4 Navigation message manipulation and data-level
attacks

Threat. Even when RF signals are legitimate, an attacker
who can influence navigation data generation, distribution,
or auxiliary data (e.g., assistance information in the user
ecosystem) may bias solutions. Examples include corrupting
broadcast ephemeris generation pipelines, manipulating con-
figuration values, or tampering with downstream correction
services.

Impact. Potentially wide-area effects, including coherent
biases across many receivers, which can be difficult to detect
if monitoring is insufficiently independent.

7.5 Ground-segment compromise

Threat. Ground systems include mission planning, orbit de-
termination and time synchronization, message generation,
monitoring networks, and uplink control. Attackers may
target:

« software vulnerabilities and credential theft;

« misconfigurations that bridge segmented networks;

« maintenance channels and remote administration;

« monitoring systems that could be used to suppress
alarms;

« build and deployment pipelines.

Impact. From localized outages to systemic integrity
risks if malicious data is uploaded or if monitoring is blinded.
Even partial compromise can be leveraged for deception by
carefully timing actions to coincide with natural anomalies.

7.6 Insider and supply-chain threats

Threat. Malicious insiders or compromised suppliers can
introduce weaknesses or backdoors in [9]:

« receiver firmware and update mechanisms;

« ground software dependencies and build artifacts;

« station hardware, timing references, or network equip-
ment;

« operational procedures (e.g., approval workflows).

Impact. Hard-to-detect integrity failures, delayed-action
payloads, or systematic reduction in detection capability.

7.7 Downstream exploitation of timing dependencies

Threat. Attackers may not need to subvert GNSS receivers
directly. Instead, they can target the distribution and con-
sumption of time (e.g., time servers or application logic) so
that GNSS-derived time is misapplied.
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Impact. Protocol failures, false event ordering, incorrect
logging and audit trails, degraded anomaly detection, and
disruption of systems that require consistent timing.

8 Mitigations and Design Requirements

Mitigations must be layered: no single technique provides
robust protection against all RF and cyber threats. We struc-
ture defenses by segment.

8.1 Space and ground segment mitigations

Secure command and upload. Uplink authorization
should enforce least privilege and strong separation of du-
ties, with cryptographic authentication, anti-replay, and au-
ditable approval workflows.

Segmentation and hardening. Ground networks should
isolate message generation, monitoring, and administrative
access, with tightly governed gateways where appropriate.
Systems that generate navigation data should be treated as
high-integrity build/production environments.

Key management. Authenticated services require robust
key lifecycle management, hardware-backed protection for
high-value keys, and operational procedures that assume
partial compromise and enable rapid revocation and rollover.

Independent monitoring and sanity checks. Integrity
monitoring should include independent data paths to reduce
common-mode failure. Monitoring should detect outliers
in orbit/clock estimates, inconsistent station measurements,
and suspicious operational actions.

Incident response and recovery. Operational playbooks
should define conditions for service advisories, controlled
degradations, and recovery steps to return to a trusted base-
line, including forensic preservation.

8.2 User segment: RF and receiver-level defenses

Multi-frequency and multi-constellation consistency.
Receivers that can track multiple frequencies and multi-
ple constellations can compare independent measurements.
Consistency checks can detect anomalies that would be un-
likely to affect all signals identically.

Signal-quality monitoring. Track signal-quality indica-
tors (e.g., power and carrier-to-noise trends) and look for
abrupt changes or physically implausible dynamics.

Additional sensing (where available). Where available,
additional sensors or receiver features (e.g., inertial sensors
or multiple antennas) can help flag inconsistent motion or
suspicious changes.
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Robust time-holdover. For timing users, disciplined os-
cillators and holdover logic should be designed so that loss of
GNSS causes bounded drift and explicit alarm states. Time
should be treated as an estimate with uncertainty, not a
constant.

PVT plausibility and application constraints. Appli-
cations should enforce domain constraints (e.g., maximum
acceleration, geofencing, route constraints, altitude bounds)
and should consume integrity flags. Where possible, fuse
GNSS with inertial sensors, odometry, barometers, vision,
or network-based positioning.

Fail-safe output policies. Receivers should support pol-
icy modes such as "no output without integrity," rate-limited
changes, and explicit states for degraded tracking. For criti-
cal systems, a controlled loss of service is often safer than
silently wrong output.

8.3 User segment: cyber defenses

Secure updates and provenance. Receiver firmware and
associated software should use authenticated updates and
tight control over signing keys. Update rollback protection
reduces blast radius.

Hardening and isolation. Receivers embedded in safety-
relevant systems should minimize exposed services, apply
least privilege, and isolate GNSS processing from external
networks. Where GNSS data is ingested over interfaces
(serial, network, time protocols), treat it as untrusted input
and validate it.

Logging and detection. Record raw measurements or suf-
ficient diagnostics to enable post-incident analysis: tracking
status, jamming indicators, time quality, and configuration
changes. Detection should be continuous, not only during
anomalies.

9 Assurance: From Threat Model to Engineering
Evidence

A threat model becomes actionable when tied to testable
requirements and evidence:

« Test and simulation: evaluate receiver behavior under
representative interference, spoofing carry-off profiles,
and meaconing delays.

+ Red-team exercises: combine RF and cyber tech-
niques to validate layered defenses and operational
response.

« Safety cases and security cases: explicitly argue how
integrity is maintained, how failures are detected, and
how recovery restores trust.

« Operational metrics: track interference events, detec-
tion rates, false alarms, update compliance, and mean
time to recovery.

10 Limitations

This paper deliberately avoids relying on confidential design
details and does not assume that all receivers implement au-
thenticated navigation or advanced antenna systems. Some
mitigations may be constrained by cost, size, power, export
restrictions, or certification processes. Finally, sophisticated
attackers (e.g., state-sponsored actors) can coordinate RF
and cyber actions; defenses must therefore be designed for
adaptation rather than for static threat lists.

11 Conclusion

Securing Galileo requires an end-to-end view across satel-
lites, ground systems, receivers, and the applications that use
PNT, because the RF channel is inherently untrusted. This
threat model clarifies key assets and boundaries and sup-
ports layered defenses: monitor and withstand interference
for availability, use multi-source checks and signal-quality
alarms for integrity, protect ground operations and keys for
authenticity, and rely on holdover plus application limits to
fail safely when GNSS is degraded.

Looking ahead, the Galileo Second Generation (G2) pro-
gramme, introducing larger, digitally reconfigurable satel-
lites with new technologies such as electric propulsion and
enhanced resilience features, will further evolve both capa-
bilities and the threat/assurance landscape, and should be
reflected in future receiver and operational security require-
ments [4].
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